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Epidose
Contact tracing for all

Greek Open Technologies Alliance
www.eellak.gr

Diomidis Spinellis (GFOSS, AUEB, TUDelft)
www.spinellis.gr

“B * SciENce cLoun

CGFOSS

Overview

* Non-profit organization established in 2008 with
shareholders its members

* Members: 31 Universities and Research Centers
* Board of Directors (9 members)
* Scientific Committee (27 members)

» 8 working groups (>300 members)
— policy
— software
— content
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Our objectives Ceross

Develop and promote

¢ ~ Opensource software &
+ Open standards
+Open content @ ‘ﬁ

O« Open data T gp@igm
~ Open governance 4
®0PENGW ~ Open educational

resources
.n_ ~ Open hardware and design

Our methods

Workshops and hackathons

Cooperate with established communities
Prototyping

Working groups

Prepare and promote policy proposals

Disseminate information regarding openness
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DP3T — Decentralized Privacy-Preserving
Proximity Tracing

EPFL: Prof. Carmela Troncoso, Prof. Mathias Payer, Prof. Jean-Pierre Hubaux, Prof. Marcel Salathé, Prof. James
Larus, Prof. Edouard Bugnion, Dr. Wouter Lueks, Theresa Stadler, Dr. Apostolos Pyrgelis, Dr. Daniele Antonioli,
Ludovic Barman, Sylvain Chatel

ETHZ: Prof. Kenneth Paterson, Prof. Srdjan Capkun, Prof. David Basin, Dr. Jan Beutel, Dennis Jackson
KU Leuven: Prof. Bart Preneel, Prof. Nigel Smart, Dr. Dave Singelee, Dr. Aysajan Abidin

TU Delft: Prof. Seda Gurses

University College London: Dr. Michael Veale

CISPA Helmholtz Center for Information Security: Prof. Cas Cremers, Prof. Michael Backes, Dr. Nils Ole

Tippenhauer
University of Oxford: Dr. Reuben Binns

University of Torino / ISI Foundation: Prof. Ciro Cattuto

Aix Marseille Univ, Université de Toulon, CNRS, CPT: Dr. Alain Barrat

University of Salerno: Prof. Giuseppe Persiano

IMDEA Software: Prof. Dario Fiore

University of Porto (FCUP) and INESC TEC: Prof. Manuel Barbosa

Stanford University: Prof. Dan Boneh

A problem with COVID-19:
You re contagious ~2 days
before you know you re mfec’red

',’ -Jre'm'
S E

But it fakes ~3 days to become
contagious, so if we quarantine
folks exposed to you the day
you know you re infected...

(100
:‘-‘aa?.

We stop the spread, by
staying one step ahead!

* what about never-symptomatic people? turns out they don't
play a large role in COVID-19 spread! see citations at end

This is called “contact
tracing”. If's a core part of
how South Korea & Taiwan
are already containing
COVID-19, and what we must
do, too.

o A
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We wouldn 't even need to find
all the contacts! We only
need to find ~60% of them...

* ~60%? again, see citations at the end!
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...but we @b need to find
them quickly. Traditional
contact fracing, with
interviews, is too slow.

Hence, why we
need contact
tracing gpps.

But do we have
to sacrifice
privacy for
health?

It's entirely pOSSIbLe to
profect peopLes lives AND
liberties, with a really

simpLe process!

Let's see how it works,

with the help of

b' g
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Alice gets a tracing app!

(& its code is open to the
publ.lc so folks can verify it
in fact does the following...)

51Pomk

8jUILA4

Every 5 minutes, her phone
says uniquely random
gibberish fo all nearby

devices, using Bluetooth.

For example, Bob's.

Bob also has a prwucy ~first
fracing app, that's compah ble
with (or the same as) Alice's.

If Alice & Bob stay close to
each other for 5+ minutes,
their phones will exchange
unique gibberish.

Because the messages are
random & don't use GPS, the
contain NO INFO about Alice s
identity, Location or anything.

rd
e:] - 3klfw9

Now - while her phone sends
out random messages, it
also /isfens for messages
from nearby phones.

Both their phones remember
all the messages they said &
heard over the last 14 days.

—

WHAT I WHAT T
SAID HEARD

ast5yv llwdaé 89ckxj 3klfw9

8jUIL4 51Pomk g83kxS wWjcdé

rtxnbk 33trGb 1789xI 439Hxs

49djv7 ryteqs 59f7y5 zpw7UU

12poLV VB490s)®=Qrryc67 x1c902

Again: because the random
messages contain NO INFO,
Alice's privacy is protected
from Bob, and vice versa!

03-Sep-20
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The next day, Alice develops
a dry cough and fever.

Alice gets fested.

Alice has COVID-19.
It is not a good day for Alice.

The database stores Alice's
gibberish:

WHAT COVID-19
D CASES SAID

Again: the random messages
give the hospital NO INFO on
where Alice was, who she was
with, what they were doing,
or even fow many people

Alice met! It's meaningless
to the hospital...

03-Sep-20

But she shan't suffer in vain!
Alice uploads her "What | Said’
messages to a hospital
database, using a one-fime
passcode given by her doctor.
(The code is to
prevent spam)

Alice can also hide messages
from fimes she wants to keep
private, like evenings at home!

...but not to Bob!

Bob's phone often checks
the hospital's List of random
messages from COVID-19
cases, and see if it "heard"
any of them from nearb
phones in the last 14 days.

(The gibberish gives Bob NO
OTHER PERSONAL INFO.)
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If it heard, say, § or more
COVID-19 cases messages
(6 x 5 min = 30 min total
exposure), the phone warns
Bob to self-quarantine.

A e

| 7

And thus, Bob cuts the chain
of fransmission - one s1'ep
ahead of the virus!

* aqain, these numbers are just examples!
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And that's it!

That's how digital contact
fracing can proactively
prevent the spread of

COVID-19 while also
profecting our rights.

7

b

Thanks, Alice & Bob!
Stay safe.

& Google

Exposure Notification
Bluetooth Specification

Preliminary — Subject to Modification and Extension

April 2020

Contents

16
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NAZNI MOBILE'SHO

Film badge or dosimeter
measures tissue damage
exposure in rems or sieverts

Rate of radioactive decay Absorbed dose measured in grays or rads
measured in bequerels or curies

18
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1GHz, single-core CPU

512MB RAM
HAT-compatible 40-pin header

802.11 b/g/n wireless LAN

Bluetooth 4.1

Bluetooth Low Energy (BLE)

Runs Linux
Cost: S10

Raspberry Pi Zero W

Charging and
step-vp
boost converter
board

Indicotor LEDs
(@) Poss:k.ly nPected

O‘I"r‘ucins active 27

Release-contacts

avthorization

M-0RZ \J-hsJ2dqsw

micro-switch

7
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He_o\l-Hn AvH«orH‘L/ Backend

wWiR / REST

éP‘ eris ediveken \ Epidemic Dosimeter T

Avtnorizadion

Switch

\ Dotabase
N\

- Received dentifiers

\b possibly infecresd

LD

Beacon transmitter

= Beacon transmitter
|
Beacon receiver 4

%nzdzw- [esewaudz

\

.kl Beacon receiver
— | 21
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& zero-widds & genericie

2020~ 05 29 ephid 429652(f531ce647b4b3533562236715 RSSI 2020~ 05 29 ephid d06994cc4d5S5a3affObblfa2dc6148b4 RSSI
t ephid 42ed52cf531c 716 RSSI B t ephid d06994cc4dS5a3affobblfa2dc6148b4 RSSI
epl 42ed52cf531ce647 4 353a55223d716 RSSI epl d06994cc4dsSa3affobblfa2dc6148b4 RSSI
epl 42ed52cf531ce647b4b35aa5622ad7 1 E, epl d06994cc4d55a3affobblfa2dc6148b4 RSSI
42ed52cf531ce647b4b35aas622a; 29 eph’ 06994cc4d55a3affobblfa2dc6148b4 RSSI
35aas622a epl d06994cc4dssasa f:
b4b35aas622a; 2! eph 06994cc4dS5a3af:
42edS2cf531ce647b4b35aa5622ad716 R! epl d06994cc4dssa3af
42edS2cf531ce647b4b35aa5622ad716 RSSI 29 o ephid d06994cc4dsSa3aff
4Zed52cf531€e647b4b353355223d715 RSSI - 9 ephid d06994cc4d5Sa3af 0bblfach6148b4 RSSI -39
d 0x0008 1 0 U 13 03 03 Gf fd 10: 4 0 1 -i hcio :md 0x08 OXOOO a 03 03 6f fd
1 9 dd 12 88 6: 3 58 1f 95 dd 1 1 14 d
id to 53:013&00,eoaasfdsblseseddlzsssa 5:00,262: Cl phid to 359eaaeedsc55&1f95dd1d332114fdee
581f95dd1d832114fdee RSSI hid 53c0138001e06a9fd8bl9e9edd12886a RSSI -34
832114fdee RSSI 53c0138001e06a9fd8bl9e9edd12886a RSSI -39
832114fdee RSSI 53c0138001e0639f 19e9edd12886a RSSI
832114fdee RSSI 01le06a °fc8b19e9nd 12886a RSSI
832114fdee RSST 23co138001 19e9edd12886a RSSI
832114fdee RSSI 53c0138001 fthIQprd 128!
832114fdee RSSI 53c0138001 fdsb19e9edd12:
id1d832114fdee RSSI 53c0138001 fdsbl9e9edd12886a RS:
d 389e88eed9c5581f95dd1d832114fdee RSSI 53c0138001e06a9fd8bl9e9edd12886a RSSI
ephid 389e88eed9c5581f95dd1d832114fdee RSSI . 53c0138001e06a9fd8b19e9edd12886a RSSI
2020-05-29 ephid 389e88eed9c5581f95dd1d832114fdee RSSI 2020-05-29 ephid 53c0138001e06a9fd8bl9e9edd12886a RSSI
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Health Authority Backend

/ @ - keys For uploading
comtacts.
Crente. Filrer

REST and stotic content web server
cm.kbof-“ker

/W,m
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Downloadesd infected
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Beacon transmitter

— Beacon receiver

Efﬁd@niq Dosimeter

EWW
Switch

Doatabase

Heakth Authority Backend
Database
- Hashes of inPested
person comtacts
- eys Por uploaading
Filrer
Crente. & J 1
REST and static content web server
-
77 7
WiF: / REST
Testing Center Zf,io(enic Dosimeter
Interfarce
Upload usesd seeds
% Downloadesd infected
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User interface.
—— BLe
=
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Epidanic Dosimeter
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Database
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NO ONE LIKES MY NEW COVID
EXPOSURE NOTIFICATION APP

25
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User interface board

Battery charger and
power booster

s
Raspberry Pi Zero-W '

27

27

User interface board

*  Two multicolor LEDs

* Three recessed switches
» Micro USB charging port

Power management, 1/0, and RTC board

28
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Controller Board

ing

grammin
Connector

I/0 boarg Pro
Connector

) i
| EEaE

F W
I/O Board

Raspberry. Pi.Zerq ..

30
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Human Interface

T

/’

| &

/7 USB charging port

Sl
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Nest steps: verification

Verify functionality prototype boards

Interface with new boards
— User interface

— Power management

— Real time clock

Implement mesh networking for cuckoo filter distribution

Optimize power consumption

Fine-tune software for production

32

32
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Nest steps: validation

Run Health Authority server on EOSC Compute Cloud, e.g.:
— Jelastic Platform-as-a-Service

— SWITCHengines

— de.NBI Cloud: Cloud Computing for Life Sciences

— CSC ePouta

Mass-produce 100 prototypes

Design adoption study

Distribute devices to the general population

Monitor device adoption and usage in the field

33
Pull requests  Issues Marketplace Explore
¥ eellak / epidose
> Code Issues 20 Actions  [1] projects (D wiki () Security sights g
¥ ¥ 6br 0
200 @
doc
P
Releases
epidos
examples
test-dat. Packag
ok
Languag
gitig
README.md
Epidose: A privacy-preserving epidemic dosimeter w
based on contact tracing
34
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OGFOSS

Thank you!

Greek Open Technologies Alliance
www.eellak.gr

Epidose repository
https://github.com/eellak/epidose

?Q EURDPEAN OPEN

SCIENCE CLOUD Diomidis Spinellis
www.spinellis.gr
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